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WEBSITE PRIVACY & COOKIE POLICY
This Privacy & Cookie Policy explains how Aethra Energy Ltd (“we”, “us”, “our”) collects, uses, stores, and protects your personal data, and sets out your rights under UK data protection law.
1. Who We Are
Aethra Energy Ltd is a company registered in England and Wales.
· Registered Office: 93 Ravenscliffe Avenue Bradford
· Company Number: 16931877
· ICO Registration Number: (I will send it once it is available)
For the purposes of UK GDPR and the Data Protection Act 2018, Aethra Energy Ltd is the data controller.
2. Regulatory & Accreditation Compliance
Aethra Energy Ltd delivers services in accordance with applicable UK legislation and industry frameworks, including but not limited to:
· UK GDPR and the Data Protection Act 2018
· ABBE (Awarding Body for the Built Environment) requirements
· TrustMark Framework Operating Requirements
· PAS 2035 / PAS 2030 (where applicable)
· Relevant energy, building, and compliance regulations
Personal data is processed only where there is a lawful basis and where it is necessary to deliver regulated services.
3. Summary of How We Use Your Data
We use your personal data to:
· Deliver energy and building-related services, including EPCs, HVAC services, compliance assessments, asset management, and consultancy
· Respond to enquiries, arrange appointments, and issue reports
· Fulfil contractual obligations
· Comply with legal, regulatory, and accreditation requirements
· Manage complaints, quality assurance, and audit processes
· Improve our website and services
· Send marketing communications were permitted by law or with your consent
You may withdraw consent for marketing at any time.
4. Data Processing for Regulated Services
To deliver regulated services such as Energy Performance Certificates (EPCs), compliance assessments, HVAC inspections, retrofit-related services, and consultancy, we may process:
· Property address and construction details
· Energy performance and assessment data
· Occupancy-related information (where required by methodology)
· Client contact details
· Evidence required for audit, accreditation, or quality assurance
All processing is carried out strictly in line with scheme rules, assessment methodologies, and audit requirements.
5. What Information Do We Collect?
Information You Provide
· Name, address, email, telephone number
· Property and building information
· Billing and payment details
· Identification where required by law or accreditation bodies
Information Collected Automatically
· IP address
· Browser and device details
· Website usage data (pages visited, navigation, time spent.
6. Telephone Call Recording
We may record calls for:
· Quality assurance and training
· Resolving queries, complaints, or disputes
· Demonstrating regulatory compliance
· Protecting the interests of clients and staff
You will be informed where call recording is in use. Recordings are stored securely.
7. Information from Third Parties
We may receive personal data from:
· Letting agents, landlords, and managing agents
· Accreditation bodies and scheme administrators
· Contractors and service partners
· Software and compliance platforms
· Payment service providers
All third parties are required to comply with data protection law.
8. Lawful Basis for Processing 
We process personal data under one or more of the following lawful bases:
· Legal obligation – EPC lodgement, audit evidence, regulatory compliance
· Contractual necessity – delivering requested services
· Legitimate interests – quality assurance, complaints handling, audits, training
· Consent – marketing and optional services
Where consent is used, it is recorded and may be withdrawn at any time.
9. Audit, Quality Assurance & Monitoring
To meet TrustMark and ABBE audit requirements, personal data may be:
· Retained for inspection by accreditation bodies
· Reviewed internally for quality assurance and continuous improvement
· Shared securely with auditors, regulators, or scheme providers
All access is controlled, logged, and limited to what is necessary.
10. Data Sharing
We may share your data with:
· Accreditation and compliance bodies (including ABBE and TrustMark)
· Letting agents, landlords, or property managers (where instructed)
· Engineers, contractors, or inspectors
· EPC lodgement and compliance software providers
· Payment processors and accounting platforms
· Professional advisers
· Government or regulatory authorities where required by law
We do not sell personal data.
11. International Transfers
Your data may be processed outside the UK where service providers use overseas servers. Where this occurs, appropriate safeguards are applied in accordance with UK GDPR.


12. Data Retention
In line with regulatory and accreditation requirements:
· EPC, compliance, and assessment records: up to 10 years
· Audit and quality assurance evidence: as required by the relevant scheme
· Marketing data: until consent is withdrawn
Data is securely deleted once retention periods expire.
13. Cookies & Similar Technologies
Types of Cookies Used
· Strictly necessary – essential website functionality
· Analytical/performance – website improvement (e.g. Google Analytics with IP anonymisation)
· Functionality – remembering preferences
· Targeting – used only with consent
· Social media – controlled by third-party platforms
You may manage or withdraw cookie consent through browser settings.
14. Your Rights Under UK GDPR
You have the right to:
· Access your personal data
· Rectify inaccurate data
· Request erasure (subject to regulatory retention requirements)
· Restrict or object to processing
· Withdraw consent
· Request data portability
· Complain to the Information Commissioner’s Office (ICO)
Where data must be retained for legal or accreditation purposes, erasure requests may be limited and will be explained.
15. Children’s Data
Our services are not intended for individuals under 18. Parental or guardian consent is required where applicable.



16. Security Measures
We apply appropriate technical and organisational measures to safeguard personal data. While no system is completely secure, we take reasonable steps to protect your information.
17. External Links
Our website may contain links to third-party websites. This policy applies only to Aethra Energy Ltd.
18. Changes to This Policy
We may update this policy from time to time. Any changes will be published on this page.
19. Contact Us
For data protection queries or to exercise your rights:
Email: info@aethraenergy.co.uk
Subject: Data Protection Request

